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Abstract - Elliptic Curves in cryptography

e Elliptic curve cryptography (FCC) is an approach to
public-key cryptography based on the algebraic structure of
elliptic curves over finite fields.

e F(CC is becoming more popular in the practical matter in
cryptography hence our attention on this subject.

e The group order is one of the most important aspects of
identifying a cryptographically strong curve, thus it always has
been in the spotlight of research; and thence being the main
target of interest for us as well.
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Characteristic two

e FC(C may be used over large prime fields or binary extension

fields,

e We chose to focus on characteristic two mainly due to
performance gains - the way that the hardware is based on is
binary storage, therefore we are taking advantages of this design;

e C(Consequently, the curve results in a simpler form, affecting
performance and perhaps ultimately perceiving the math
better, despite the implementation being more tricky in
contrast to using a large prime field of greater characteristic.
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e F(C("s shiny attribute is its usage of shorter key sizes, in contrast
to RSA or Discrete Logarithm (DL) in that matter.

e This allows narrowed usage of memory, storage and network
traffic: a 256-bit £CC' key offers the same level of security as a

3072-bit RSA key.
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Efficiency (2)

e Solving ECDLP using any known algorithm requires O (1/n)
time-complexity, in contrast to solving the RSA problem or
classical DL with n as we use in ECC' (approximately 200-300
bits) can be achieved in sub-exponential time,

e e.g. for breaking RSA: one may factor n using the General
Number Field Sieve Algorithm with time-complexity of

O (6 v/ 5o/ log? b) where b is the number of bits.
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In comparison

e F(CC depends on the computation of the discrete logarithm of
random points on an elliptic curve regarding a public point, the
public key:;

e Whereas earlier public key crypto-systems rely on the difficulty of
factoring large numbers which are composed of several large
prime factors.
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Basics

e Definition 1. An elliptic curve E over I, such that g = 2P
(where we set a prime p for enhanced security) is given by,

E: ¢ 4+zy=2x°+axx’®+ag where az € F, and ag € F, .

e However, for gaining an additional performance speedup without
compromising any strong cryptographic attribute, we fix ay = 0,
hence getting the even simpler form,

y' + zy = 2° + ag ,

Thus we always assume as to be zeroed, as explained in that
particular later section, as well as that in our implementation we
use polynomial bases as field elements.
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Point Group

e Definition 2. Let E be an elliptic curve. The point
P = (x,y) € Fg belongs to 2 when it satisfies its equation,

E: v4+zy=2"+ag.

e In order to build a group of points on the curve, we must define
the point at infinity, marked by O.

e The set of all points on the curve along with O form a group,
with O as its zero element.

Technion - Israel Institute of Technology and Science. 09/09/2013



The Projective Plane

e Addition in standard affine coordinates, as shown in the next
slide, requires Inversions over F,.

e This substantially reduces performance, in comparison to
multiplications and additions, hence we use projective
coordinates, to substitute the mentioned inversions with
other operations.

e Initially one affixes Z with 1, and matches an affine point to a
projective one in this manner,

(x,y)—» X :Y :1.

e Lopez-Dahab’s projective coordinates provide the best results in
terms of performance when used over Binary Fields.
e A point X :Y :Z in Lopez-Dahab corresponds to its affine form

(X/Z, Y|Z?) .
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The standard Affine Arithmetics

e Inversion. Let P = (z,y) € F then Q = (z,2 +y) = —P.

e Addition. Let P = (z1,1y1) € E, Q = (22,%2) € F then if P # Q
then P + Q = —R where R is the intersection of the straight line
PQ and E. Therefore we acquire,

2

Tr1+I2 T1+I2

P+Q:(I3,y3): c k.
| (222) (@ +ag) oty
e Doubling. Let P = (x,y) € F then let [ be the tangent line to

the curve at P, let R be the only (the third) point of intersection
of [ with the curve, and define 2P = —R. Thence,

a
2P—(:C3,y3)—<x%—|—x—g : ZC%—I—(ZCl—l—%)ZCg—l—ZCg)EE.
1 1
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Comparison of Lopez-Dahab and Affine representation

Addition
Projective Multiplications | Squarings | Additions
13 4 9
Affine Multiplications ‘ Squarings ‘ Additions ‘ Inversions
2 1 | 8 | 1
Doubling
Projective Multiplications | Squarings | Additions
4 5 4
Affine Multiplications ‘ Squarings ‘ Additions ‘ Inversions
3 1 42
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Cryptographically Strong Curves

e (One counts the number of points on a given curve to check
whether it is divisible by a large prime number q (and possibly by
more much smaller factors) and finds a point P such that the
order of P is q (one surely exists);

e then one can use the cyclic subgroup defined by (P), the
generating group of P, which is cryptographically strong.

e We check that the number of points is of the form q - m where m
is a small number in the form || m;* where m; are small primes,
thus getting a large order (P):

e one easily finds a point of order q by randomly choosing a
point X on the curve and checking whether mX # . We
have a very high probability of getting X of order gm, hence
we achieve the point mX whose order is g, as needed.
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Point Counting

e We chose to focus on a memory efficient algorithm variant of
Satoh’s algorithm, Vercauteren’s algorithm, who extended Satoh’s
algorithm to characteristic two.

e Let E be an elliptic curve over a finite field IF, where ¢ = 2", then
the algorithm computes the number of points requiring
O (n’lognloglogn) operations.

e We implemented a memory efficient version requiring O (n?)
mMemory.
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Point Counting (2)

e The number of points #F (F,) satisfies #E£ (F,) =q+ 1 —t,
where ¢ is the trace of the Frobenius endomorphism
F: E—FE: (z,y) — (z9,99).

e Lifting. In order to calculate the number of points on a given
curve, one must compute the trace of Frobenius ¢ first.

e As stated, we handle curves wielding only ag which is
represented by polynomials over F5, which is a difficult and
unsettling representation of the computation.

e The Frobenius endomorphism can be decomposed, resulting in
a multiplication that yields polynomials over [Fo:, as the
reduction modulo 2 always remains the same as the original
curve.
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Point Counting (3)

Example of an arbitrary lift.

o We lift the curve E : y? + 2y = 2° + ag to 2-adic extension with
precision 2% so that the reduction modulo 2 results in the same
polynomial. We get the lifted curve with Ag, given by,

ag = 1-&+0-L+1-41-40-+1-€+0-£+1
A = 1-:84+4-41-847-840-841-842-£+3

The canonical lifting.

e The canonical lift is a unique lift which gives the best properties
for computing the trace of Frobenius.

e We are using a known method based on Vélu’s formulas to
actually compute the trace with adequate precision.
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Language and Library

e The entire project is implemented in C++ using GCC 4.7.3 1
compiler on a MacBookPro (UNIX 03 certified).

NTL Handles field operations, large number processing,
GF2X Improves polynomial handling performance,

GMP Tweaks large number manipulation performance.
SMALLSHA1  Computes SHA-1 hashes for the ECDSA library.
GNU Parallel Spawns process instances of a same program

which generates a random curve and checks
its cryptographic value, otherwise dumps it.
A "winning" process terminates all others,
and returns its curve to the shell, to be piped
to the user’s program.
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Documentation

The project was implemented as a library, LIbECC, providing
certain cryptographical services as follows.

e C(reating random cryptographically-strong elliptic curves, and
manipulating them.

e Creating custom EC objects with known ag and/or order.
e Generating random points on a given curve; checking whether
a Point belongs to the curve.

e Elliptic curve point arithmetics for cryptographic operation use,
for example FC-El-Gamal encryption and decryption, as we
present later at the Challenge section.

e Sig - a library on top of LibECC, which allows generation and
verification of digital signatures (ECDSA) using elliptic curves.
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e Building a cryptographically strong elliptic curve.

e EC ec = ECBuilder () .build();
cout << ec << endl;

Possible output.

1. 0x648842b554db90b14b£f2933508e8e9af
2.170141183460469231714655346614483614532
3. 247561612861723765245289752737

1. ag .
2. #FE (Fau), the number of points on the curve (the curve’s
order).

3. q, the largest prime factor of the curve’s order.
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Examples (2)

e Using a cryptographically strong elliptic curve for ECDSA.

o
Sig sig(ec, number_of_keys);
Signature signature =
slg.generate (msg, key_1ndex) ;

if (si1ig.verify(msg, key_index, signature))
// Signature Accepted.

Technion - Israel Institute of Technology and Science. 09/09/2013
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Challenge

We were given a challenge by our Supervisor, Barukh Ziv, to solve
by using our implementation.

Challenge description.

e Decipher a short message, encrypted using a simple EC El-Gamal
scheme implemented over Binary Field Fom, using supplied
algorithms, where the Secret Key is q, The biggest prime of the
curve’s order. Parameters are given in hex notation.

Problem.

1. Compute the order of the elliptic curve.

2. The encrypted message contains a link to an article. In this
article a particular place in mentioned. What is its distance from
equator (with resolution of 100 km)?
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Challenge (2) - Solution

o We solve y? + zy = 2° + ag for ag where x, y stand for the
x,y-coordinates of the given elliptic curve point appropriately.

e Then, we create the elliptic curve with the acquired ag and issue
the point counting algorithm to find its order, which we factor -
getting the private key, d, as the biggest prime of curve’s order.

e We follow the decryption algorithm using EC point arithmetics on
each block to compute M, and then extract the appropriate
message from the blocks. Combining these blocks yields a URL

lmkmg to http://damninteresting.com/natures—nuclear-reactors.

e The place mentioned in the linked article is The State of
Gabon in West Africa, which is on the equator, hence its
distance from the equator is 0 km.

Technion - Israel Institute of Technology and Science. 09/09/2013
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How powerful WolframAlpha actually is?

e As part of solving the challenge, we were required to take a big
number and factor it into small divisors.

o WolframAlpha returned the number of protons in the universe,

e In contrast to a different, older by 10-15 year resource, which
completed the task in a few tenths of seconds.

o WolframAlpha looks for relations of things: in our case - other,
practically unrelated, huge numbers.

e Perhaps a small number would have yielded the radium of a
single proton?
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Performance

EC Arithmetics.

Every result is the average per one task (10° tasks total)

field bits | addition | doubling | random element * point
127 0.68us | 0.22us 0.0741ms
) 0.82us | 0.29us 0.1802ms
271 0.98us | 0.35us 0.2535ms
487 1.30us | 0.47us 0.5965ms
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Performance (2)

Point Counting.

Point counting

Finding a point

field bits

per one curve

in random | of order ¢

127
239
271
487

3.91s
19.15s
39.31s
119.95s

25.8us 0.224ms
54.9us 1.853ms
66.5u5 1.694ms
161.7us 6.297ms

Technion - Israel Institute of Technology and Science.
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Performance (3)

Point Counting Comparison.

Field bits | FGH | Skjernaa | Vercauteren | Our version
144 3.99s | 2.89s 1.91s 0.93s

240 16.5s | 17.7s 10.9s 18.99s

288 38.6s | 27.8s 17.6s 37.48s

480 205.3s | 157.9s 106.5s 107.8s

Technion - Israel Institute of Technology and Science.
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Performance (4)

Finding a cryptographically strong curve (not parallelized).

Field bits | Finding a curve | Average attempts
127 20.05s 5.13
144 22.14s 3.19
239 125.83s 6.57
271 295.39s 8.37

e Approval of a curve. Let #F = gm, the number of points of
the cryptographically-strong curve that we are trying to find.

e We extract the large prime number q from #FE by finding m,
which is of the form [[m;" where m; are the first 10,000 prime
numbers; otherwise - we discard the curve.

Technion - Israel Institute of Technology and Science. 09/09/2013



Signatures

ECDSA. Results are average measurements per task.

NOTE: After generating #stacksize signatures, refilling of #fill stack takes place.

Field bits Prebuffering Generation Verification
fill stack time fill stack time fill stack time
1 0.663ms 1 0.673ms 1 1.318ms
127 10 6.536ms 10 0.655ms 10 1.306ms
100 65.833ms 100 0.660ms 100 1.344ms
1000 658.147ms 1000 0.659ms 1000 1.283ms
10000 6.648s 10000 0.666ms 10000 1.315ms
fill stack time fill stack time fill stack time
1 1.741ms 1 1.744ms 1 3.451ms
239 10 17.249ms 10 1.727ms 10 3.437ms
100 167.741ms 100 1.679ms 100 3.099ms
1000 1.672s 1000 1.673ms 1000 3.090ms
10000 17.399s 10000 1.673ms 10000 3.055ms
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e Improve our implementation to get nicer time results, which
would be closer to known implementation time results, for the
cases of small field sizes.

e Implement additional point counting algorithms such as AGM,
Harley; to be compared vs. the algorithm we have implemented.

e C(reate an easy-to-use parallelism interface for use within a C+-+
program, as currently the control flow is piped from one process
to another due to limitations of the NTL library (non re-entrant

nor thread-safe) by using GNU Parallel.

e (Comparison between our implementation over Binary Fields and
others over Large Prime Fields of greater characteristic.

Technion - Israel Institute of Technology and Science. 09/09/2013
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